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Indian Institute of Technoloqy Indore
Closed Circuit Television (CCTV) Protocol

1. Purpose

[IT Indore Security Services employs closed circuit television (CCTV) cameras in public areas for the
purposes of safety and security of the IIT Indore community and for the protection of the Institute
property. The goal of this protocol is to outline how CCTV shall be used so that it complies with all
existing laws and is consistent with its stated purpose.

2. Scope

The protocol set out in this document applies to all members of the IIT Indore Community, schools
and centers of IIT Indore in the use of CCTV monitoring and recording.

Video monitoring for the following purposes is not subject to the provisions set for this document:

I.  where it is being used as part of the teaching or research responsibilities of a member of the
academic staff of the Institute.
Il.  where itis being used for video conferencing.

3. Protocol

3.1 Use of CCTV

3.1.1 lIT Indore Security Services administers the Institute’s central security system, which includes
the security camera network. As such, it is the only the Security department authorized to implement,
oversee and coordinate the use of video recording for safety and security purposes. The procurement
and installation of video cameras and monitoring equipment is strictly controlled, and all installations
must be approved by the Convener of Institute Safety and Security Committee on behalf of the
Committee.

3.1.2 lIT Indore Security Services utilizes closed circuit television (CCTV) to enhance personal safety,
deter and help in investigation of crime, and protect Institute property. The use of CCTV will be
conducted in manner compliant with all existing laws and consistent with the values of the Institute so
as to minimize the intrusion of the privacy of faculty, staff, students, and visitors in their personal and
professional activities. It will be used for legitimate safety and security purposes only, which include
but are not limited to the following:

1. monitoring building perimeters, entrances and exits, lobbies and corridors and laboratories;
2. monitoring streets, sidewalks, parking lots, courtyards, and intersections;

3. monitoring restricted access transactions at entrances to buildings, corridors and other areas;
6. monitoring public areas using CCTV as a patrol technique;

7. reviewing recorded images as part of a criminal or security breach investigation; and

8. conducting surveillance for areas prone to on-going criminal activity.

3.1.3 Public area video monitoring will be conducted only in areas where the public does not have a
reasonable expectation of privacy. Cameras will not be directed at private locations, such as
residential apartment windows, shower rooms, toilet stalls or locker rooms.
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3.1.4 Hidden or covert cameras will not to be installed unless there is a demonstrated need to collect
evidence for a criminal investigation. Such installations will be authorized only by the Director for
investigations.

3.1.5 In the interest of the confidentiality of documents and other information, the standalone CCTV
Cameras can be installed by the senior Institute authorities viz. Director, Dy. Director, Deans,
Registrar and Joint Registrar in their offices.

3.1.6 CCTV shall not be utilized to monitor employee, service provider, or student performance

except where employee or student conduct constitutes criminal behaviour or negligent behaviour
where it places others at risk.

3.1.7 Security department shall ensure that members of the Institute community are aware of the

presence and purpose of CCTV systems through appropriate signage and information on the
department’s website.

3.1.8 The security cameras will be centralized placed by the security department for which various
requirements will be taken from all the departments/centers etc. For requirements other than in such
drive by the security department, the provisions of installations as per the agenda No. 17.3 of the 17"
meeting of the committee of SSC shall be applicable, which reads as follows:

1) It was discussed that CCTV Cameras are required for the laboratories which have the
operation of machines/equipment by multiple students to check any misuse etc., it was
agreed that the CCTV Cameras may be allowed to be installed inside such laboratories
with justification from the faculty lab in-charge, recommendations of Conveners of the
departmental safety committee and Head of Department. After discussion, the Institute
safety and security committee (SSC) authorized the Convener of the Institute Safety
committee to approve the proposals on behalf of the committee with a provision that
such permissions would be discussed in the next meeting of SSC. The cost of such
CCTV, cables, switches and NVR with storage would be borne by the
department/project, and live feeds will be made available to the central control room of
CCTV at the hub building. The faculty/staff of the laboratory will not be given access
in the laboratory or outside the Institute premises. The feed will be provided only on
need requirement by concerned faculty in-charge on approval by the Convener of safety
and security committee.

3.2 CCTV Monitoring

3.2.1 The monitoring of CCTV systems by Security team shall be conducted in a professional, ethical,
and legal manner, and in accordance with all Institute policies, including the Policy on Harassment
and Discrimination and the Policy against Sexual Violence.

3.2.2 Personnel involved in video monitoring shall be appropriately trained and continuously
supervised in the responsible use of this technology.

3.2.3 Personnel who monitor cameras must receive a copy of this document and the procedures
developed under it and provide written acknowledgement that they have read and understood their
contents.

3.2.4 Personnel who monitor cameras shall not use, alter or distribute privileged information
accessed, acquired or used in carrying out tasks in ways that are not directly connected with their
work responsibilities.
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3.2.5 Violations of the established procedures for video monitoring referenced in this document will
result in disciplinary action.

3.2.6 Where appropriate, Security department may award live viewing rights to other Institute
officials where it serves to enhance the safety and security of the local area. These individuals
will be subject to the same standards of training and conduct as Security Services personnel.
Violations of the established procedures for video monitoring referenced in this document will
result in having their viewing rights revoked.

3.3 Use and Distribution of Recorded feeds

3.3.1 The CCTV Operators/supervisors of the Security department are responsible for ensuring that
access to recorded footage is severely restricted and the secure storage of data. Recorded footage
will be kept for a limited period of time (usually forty-five days only).

3.3.2 The use of recorded images to conduct investigations of possible misconduct or illegal activity is
limited to CCTV operators/supervisors or Investigating Officer of Police or his representative.

3.3.3 IT infrastructure & Information personnel are permitted to view recorded images only for the
purposes of repair and maintenance to the CCTV network in special cases, in normal situations the
repair and maintenance will be carried out by the technical team of the security department.

3.3.4 Security department will provide information, including any surveillance camera recordings to
the police or other law enforcement agencies as required for the purpose of investigation of an
offence, CSO is authorized in this regard to give access to the footage. Necessary information to the
Registrar, Safety and Security Committee, Dean of administration and Director of the Institute to be
given by the CSO about handing over of such feeds to the police officer/I.O. or his representative.

3.3.5 Members of the IITI community and representatives of outside agencies, such as the vendors or
other agencies on the campus, may request to review recorded footage. These requests will be
approved on a case-by-case basis. Situations where feeds may be provided, some of the situations
include, but are not limited to:

1. Any student related disciplinary case at the departmental level;

2. In the cases of employee discipline or arbitration hearings for the risk management or Legal
Services to defend against claims and lawsuits;

3. Employees, students or their parents/guardians wishing to use video to prove their innocence
in legal or campus discipline/semi-judicial/judicial proceedings; and

5. The Chairperson of the Internal Complaints Committee or the Women Cell in the cases of
investigations of harassment, discrimination, and sexual violence or conflicts.

6. The Chairperson of the Institute Disciplinary Committee in case of any complaint before the
committee for evaluation/investigation.

7. Students may request CSO to view the footage on the requisite format made out for the
purpose, with recommendation of their faculty advisor/Pl. On evaluation of such requests CSO
may permit/refuse to show the footage without assigning any reason(s) thereof.

8. Requests for viewing of missing/loss of petty items like umbrella, drinking water bottle,
watches, earbuds, keys will not be allowed.

3.3.6 The CCTV feeds will be downloaded and preserved with the CCTV Control room but the copies
of the feeds will not be distributed to any individual for their records purpose. The request for the
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footage for the official needs may be made to the following functionaries may: -

a) Only the Institute level committees are authorized to call for the feeds from the CSO/head of
the security team for the evidence purposes.

b) The departmental level committees of various departments may request the Convener of the
Safety and security committee for the feeds if required by them for the evidence purposes in
any of the disciplinary case against any student.

c) The students/their parents or the guardian may request the Registrar for footage for proving
their innocence in legal or campus discipline/semi-judicial/judicial proceedings

d) Deans may request Director of the Institute for the feeds if required by them in connection with
any disciplinary case against any staff/faculty member.

3.3.7 Requests to view recorded images under Articles 3.3.5 and 3.3.6 will be submitted in writing
that clearly identifies the reason for the request. Authorization to permit to view the video footage
thereof is restricted to the following personnel:

1. The Chief Security Officer or head of the security team borne on the roll of the Institute.
2. The Convener of the Institute Safety and Security Committee,
3. The Registrar of the Institute, and
4. The Director
3.3.8 All individuals who are granted access to live or recorded images must have read and signed

the “Access to the CCTV Network agreement” stating they agree to respect and abide by the CCTV
Protocol. The agreement will need to be signed on an annual basis.

3.4 Responsibilities

3.4.1 lIT Indore Security department shall be responsible for the application and administration of this
protocol.

3.4.2 lIT Indore Security department shall develop procedures that will govern the approval,
installation, operation and management of video monitoring equipment, and for the proper training of
the Institute staff using such equipment. The procedures shall be consistent with the provisions of this
document.

3.5 Protocol History

Effective: October 2024
Disclosure

In case of any dispute only the English version will be referred.
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